MpunoxeHune N 2

WH®OPMALIMOHHAS AMSITKA
TSI OBYUAIOLUXCSA 51 PASMEILLEHUS
HA O®UIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaKObIM  TOAOM  MOJIOAEXXM B WHTEPHETE CTaHOBUTHLCA
Gofblle, a LWKOMbHUKA OAHW M3 CaMbIX aKTUBHbLIX [M0/Ib30BaTENEN
PyHeTa. Mexay Tem, MOMMMO OFPOMHOI0 KO/IMYeCcTBa BO3MOXKHOCTEW,
NHTEPHET HeceT M npobnembl. 3Ta MamsaATKa AO/HKHA MOMOYb Tebe
6e30MacHO HaxoAUTLCH B CETW.

KoMmnbroTepHbie BUPYCHI

KOMNbIOTEPHbIA BUPYC - 3TO Pa3HOBUAHOCTb KOMMbHOTEPHbIX
nporpaMm,  OT/IMYMUTENbHON  OCOOEHHOCTHHD  KOTOPOM  ABNSETCH
CMOCOOHOCTb K Pa3MHOXEHUIO. B 1ONONHEHUE K 3TOMY, BUPYCbl MOTYT
NOBPeANTb WKW MOMHOCTbIO YHUYTOXUTb BCE (haiiibl U [@HHBbIE,
MOAKOHTPO/bHbIE MOMb30BATENIO, OT MMEHM KOTOPOro Gbiia 3anylieHa
3apaXeHHas nporpamma, a TakXke MoBpeanTb WM AaXe YHUYTOXUTb
OrepaumoHHY0 CUCTeMY CO BCceMM (hainiaMm B LienioM. B 60/bLUIMHCTBE
C/lyYaeB pacrnpoCTPaHsATCA BUPYChbl YEPE3 UHTEPHET.

MeTo/bl 3alnThbl OT BPEAOHOCHbIX MPorpamMmm.

1. icnonb3yii CoBpeMeHHble OMnepaLvoOHHbIe CUCTEMbI, UMEIOLLIME
CEePbEe3HbI YPOBEHb 3aLLUThbI OT BPEAOHOCHbIX NPOrpamm;

2.IMOCTOSAHHO YCTaHaBMBal nayTn (LMQPOoBbIE 3annaTKu, KOTOpbIe
aBTOMaTUYECKN YCTaHaBIMBAKOTCS C LIENbIO 10PaboTKM NporpamMmbl) v
apyrue O6GHOB/MEHWA CBOe OrepauuoHHOM cucteMbl. CkaumBank KX



TONbKO C othuLmanibHOro calita paspabotumka OC. Ecnu cylectByet
PEXVM aBTOMATUYECKOTr0 06HOBNEHUS, BK/THOUU ETO;

3.  Pab6ortain Ha CBoeM KOMMbIOTEPE NOA NpaBami Nosb30BaTeNs,
a He aiMMHUCTPaTOpPa. ITO He MO3BONUT BONLLUNHCTBY BPEAOHOCHbIX
MPOrpaMM MHCTa/I/IMPOBATHLCA HA TBOEM MEPCOHA/ILHOM KOMMbIOTEPE;

4./1cnonb3yin aHTMBMPYCHbIE MPOrpaMMHbIe NMPOAYKTbI U3BECTHbIX
Npou3BoAMTENEN, C aBTOMATMYECKUM 0OHOB/IEHMEM 6a3;

5. OrpaHunyb Pr3NYeCcKunii 4OCTYN K KOMNbIOTEPY A/
MOCTOPOHHUX KL,

6.  Mcnonb3yil BHELLHWE HOCUTENN MHADOPMaLIMA, TaKMe Kak
(hneLuKa, ANCK UK (hailn U3 HTEPHETA, TONbKO 13 NPOBEPEHHbIX
NCTOYHWKOB,;

7.He oTKpbIBall KOMMbKOTEPHbIE (hai/bl, MONYYEHHbIE U3
HEHaAEXHbIX UCTOYHMKOB. [laxke Te thalinbl, KOTOPbIE NPUCNan TBOWA
3HAKOMbIIA. JTyullie YTOUYHW Y HEro, OTNpaB/isa i OH Tebe nX.

Cern WI-FI

Wi-Fi - aTo He BMA nepefavyn AaHHbIX, HE TEXHOMOrMs, a BCEro
nmwb 6peHa, mapka. Ewe B 1991 rogy HuaepnaHAcKas KOMMaHWUA
3apeructpuposana 6peHn "WECA", uto 0603Ha4asno C10BOCOYETaHME
"Wireless Fidelity"”, KoTopbid mnepeBoaMTCA Kak “6GecnpoBojHas
TOYHOCTbL "

[lo Hawero BpemeHW pfowsa fApyrad abb6bpesBmaTypa, KoTOpas
ABNAETCA TaKOMW e TexHosnornen. 1o abopesmatypa "Wi-Fi". Takoe
Ha3BaHMe ObIJI0 AaHO C HaMEeKOM Ha CTaHAapT BbiCLUE 3BYKOBOW
TexHUKM Hi-Fi, 4to B nepeBoe 03Ha4aeT ""BbICOKasA TOYHOCTL",



[a, 6ecrnnaTHbIA MHTEPHET-OOCTYN B Kae, OTeNsax M asporoprax
ABNIAETCA OT/IMYHON BO3MOXXHOCTbIO BbIXOJa B WHTEPHET. HO MHOrue
3KCMepTbl CUYMTAIOT, YTO 006LlenocTynHble Wi-FI ceTU He SBAAOTCA
6e3onacHbIMU.

CoBeTbl N0 6e30MacHOCTM PaboThbl B 06LEeA0CTYNHbIX ceTax Wi-fi:

1.He nepepgasait CBOKO NIMYHYO NH(OPMALNIO Yepes
obuwenoctynHble Wi-Fi ceTn. PaboTas B HUX, XefaTe/lbHO He BBOAUTb
Naponn A0CTYNa, NIOrMHbI U Kakne-To HOMepa;

2. Wcnonb3yil n 06HOBNSN aHTUBMPYCHbIE NPOrpamMmmbl 1
bpaHamayep. Tem cambIM Thl 06e30MnacuLlb Cebs OT 3aKauku BMpyca Ha
TBOE YCTPOWCTBO;

3. Mpn wucnonb3oBaHun Wi-Fi oTknwoun yHKuuo "O6wuia
OOCTYyNn K havnam W npuHTepam”. [aHHas (QyHKUMA 3akpbiTa Mo
YMO/YaHMIO, OHAaKO HEKOTOpPble MO/b30BaTeNN aKTUBUMPYIOT ee ANd
yno6cCcTBa 1CNo/b30BaHMA B paboTe un yyeoe;

4, He ncnonb3yin ny6nunyHbiin WI-FI ans nepefayun nnyHbIX
[NaHHbIX, HaNpuMep A14 BbiXoda B COLNa/IbHbIE CETU UIN B
3NEKTPOHHYH MOYTY;

5. Acnonb3yin TONbKO 3allMLLEHHOE coeinHeHne Yepe3d HTTPS,
a He HTTP, 1.e. npu Habope Beb-aapeca BBOAM MMeHHO "https://*;

6.B M0o6unbHOM Tened)oHe OTKMHUN hyHKUMIO "lMNoaKNH0YeHME K
Wi-Fi aBTomatnyeckun”. He monyckan aBToMaTUyeCcKoro noakno4veHmns
ycTponcTea K ceTam Wi-Fi 6e3 TBoero cornacus.

ConuaianHbie CeTH



CoupanbHble CeTU aKTUBHO BXOAAT B HalUy >XW3Hb, MHOTMe /0N
paboTaldT M >XMBYT TaM TMOCTOAHHO, a B Facebook yxe
3aperncTpmpoBaH MWINMapd 4YenoBeK, YTO ABNSETCH OAHOW CefbMOiA
BCEX >XMUTeNei nnaHetbl. MHOrne nosb30BaTe/in He MOHUMAKOT, YTO
NHopMaUns, pasmellleHHas UMW B COLMANbHbIX CEeTHAX, MOXET OblITb
HalleHa 1 MCnosib30BaHa KeM YroAHo, B TOM YuC/e He 06A3aTeflbHO C
6narMmm HaMmepeHUAMM.

OCHOBHbIe COBETbI N0 6€30MacHOCTH B couna/ibHbIX CETAX:

1.  OrpaHuW4b CNUCOK Apy3ei. Y Tebsi B APY3bsX He AO/MKHO ObITh
C/lyYaiHbIX N HE3HAKOMbIX /TIOAEN;

2. 3almuia/ CBOK 4YacTHYH >XMU3Hb. He YykKasblBail Maposnu,
TeneoHbl, aapeca, AaTy TBOEro POXAEHUA W OPYTYH JNINYHYHO
MHAOPMaLMIO.  3/M1I0YMbILLIEHHUKMA  MOTYT  WUCMO/Mb30BaTb  AaXe
MH(OpMaLMIO O TOM, KaK Tbl U TBOW POAUTENN NMaHUPYETE MPOBECTU
KaHUKY/bl;

3.  3awmuian CBOK penyTauuio - epXN ee B YNCTOTE U 3a/laBai
cebe BOMPOC: XOTen Obl Thl, YTOOLI APYrne Nnonb3oBaTenn BUAENN, YTO
Tbl 3arpyaews? [loayman, Npexae 4Yem 4YTO-TO Ony6/MKOBATb,
Hanucartb W 3arpy3uTb;

4, Ecnn Tbl rOBOpPULLL C NTHOAbMU, KOTOPLIX HE 3Haellb, He
MCMNO/Mb3Y M CBOE peasibHOE UMS U APYTYHO NNYHYIO0 MHGOpMaLUK: UMS,
MECTO XXNTeNbCTBa, MECTO y4ebbl 1 Nnpoyee;

5. W36eran pasmeLleHus qooTorpaduin B IHTepHeTe, rae Tbl
1306paXkeH Ha MECTHOCTH, MO KOTOPOW MOXXHO
OrnpefennTb TBOE MECTOMO/OXEHNE;

6.  [pwu perncTpaymm B coumanbHOM CETN HEOOX0AMMO
MCNO/b30BaTb C/I0XKHbIE NapPOo/N, COCTOsLLME U3 OYKB



M UUdp 1 C KONNYECTBOM 3HAKOB He MeHee 8;

7.  [Ons coumnansHOW ceTu, NoYThbl U APYrMX CaiToB HEOOXOAUMO
CMOMb30BaTb Pa3Hble Naponn. Toraa ecniv Teds B3IOMaroT, TO
3710y MbILLUNEHHUKW MONYYaT JOCTYMN TONMbKO K 0JHOMY MECTY, a He BO
BCE Cpa3y.

JJIEKTPOHHbBbIE IeHbI'H

ANEKTPOHHbIE IEHLIN - 3TO OYEHb YA0OHbIV COCO6 NNAaTeXEN,
0[JHAaKO CYLLECTBYOT MOLLEHHUKMN, KOTOPbIE XOTAT NOMAYUYNUTb 3TU
AEHbI .

ONEeKTPOHHbIE [IeHbI NOSIBUNCH COBCEM HEAABHO M MMEHHO M3-3a
3TOro BO MHOTMX rocyAapCcTBax /10 CMX Mop He NPOMMCaHo NMpo HUX B
3aKOHax.

B Poccuin e OHN OYHKUMOHUPYIOT U O HUX YXKe NponucaHo B
3aKOHe, rge UxX pasfenatT Ha HEeCKONbKO BUAOB - aHOHWMHbIE N He
aHOHWMHbIE. Pa3HWUA B TOM, UYTO aHOHMMHbIE - 3TO TE, B KOTOPbIX
paspeLuaeTcs NPOBOAUTL onepaumm 6e3 naeHTUpMKauumn nosb3osatens,
a B He aHOHMMHbIX WAEHTUMUKALMA MOMb30BaTeNa ABIAETCA
0653aTe/IbHOM.

Takxxe cneflyeT pa3nnyartb 3/1eKTPOHHbIE (JMaTHble AeHbIN (paBHbI
rocyapCTBEHHbIM BaNOTaM) N 3/1EKTPOHHbIE HePUATHbIE AeHbIM (He
PaBHbI FOCYAaPCTBEHHLIM Ba/llOTaM).

OCHOBHbIe COBETbI N0 6e30MacHol paboTe € 3MEKTPOHHbIMY
NeHbramu:



1. [MpuBSXN K CYETYy MOOWbHLIA Tened)oH. ITO Ccambli
YOOOHbLIA 1 ObICTPbIA CroOCco6 BOCCTAHOBUTbL AOCTYM K CYETY.
[MpuBsA3aHHbIA Tened)oH NOMOXeT, ecny 3abyfellb CBOM NATEXHbIN
Naposib AW 3aifellb Ha CaluT C HE3HAKOMOT0 YCTPOWCTBA;

2. cnonb3yi ogHopa3oBble Naponu. Mocnie nepexoga Ha
YCWU/IEHHYO aBTOPM3aL MO Tebe yrke He Oy AeT yrpoXaTb ONacHOCTb
KpaXkn 1Unm nepexsaTa NaaTeXXHoro napong;

3.Bbibepn CnoxHbid naponb. [pecTynHukam O6yaeT He MpoCTo
yragatb C/IOXHbIA Naposib. HafeXHble Naponun - aTo Naposiv, KoTopble
cofjepxat He MeHee 8 3HAKOB WM BK/HO4YalOT B Cebs CTPOYHbIE W
MNPOMNUCHbIe OYKBbI, LUN(Pbl N HECKO/IbKO CMMBOJ/IOB, TaKMe KakK 3HaK
aonnapa, PyHTa, BOCKIMUATeNbHbIN 3HaK 1 T.n. Hanpumep, $tROng!;;

4.  He BBOAM CBOW NNYHbIE laHHbIE HA CanTax, KOTOPbIM HE
NoBepseLLb.

JJIEKTPOHHAS MOYTA

INEeKTPOHHaA MnoyTta - 3TO TEXHONOrMA W npefocTaBfseMble ek
YCNYrn MO TMEPECbIIKE W MOMYYEHUO 3MEKTPOHHbLIX COO0OLLEHWA,
KOTOpble  pacnpefenstoTcd B KOMMNbIOTEpPHOM  ceTu.  OO6bIUYHO
3NEKTPOHHbIA MOYTOBbLIA  AWMK BbIFNAAUT  creayrowmmM  06pas3om:
NMS_NOMb30BaTeEN @UMA_0MeHa. TakKe Kpome nepefavyv npocToro
TEKCTa, MMeeTCst BO3MOXKHOCTb NnepeaaBaTb ansibl.

OCHOBHbIe COBETbI M0 6e30MacHoOM paboTe C 3/1IEKTPOHHOM NOYTON:

1.Hapno BbIOpaTh NPaBU/IbHBbI NOYTOBLIV CEPBUC. B MHTEpHETE eCThb
OrPOMHbIIi BbIGOP GecnnaTHbIX MOUTOBbLIX CEPBMUCOB, OJJHAKO NyuylLlle
[OBEPATb TEM, KOFO 3Haelllb 1 KTO MepPBbIli B PEATUHTE;



2. He yKa3sblBail B IMYHOM NOYTE IMUYHYIO MH(OPMaLMIO.
Hanpumep, nyuytle BbI6paTh "My3blKa/ibHbIA_(haHaT@" nnm "pok2013"
BMecTO "Temal3";

3. icnonb3yin AByX3TanHyro aBTopu3aLnio. 10 Koraa noMmmmo
Napons HY>XHO BBOAMTb KOA, MPUCHIaEMbIiA
no SMS;

4, Bbi6epyn CNOXXHbIA Naposb. s KaXaoro noYToBOro Auimka
NO/IKEH ObITb CBOW HAEXHbIW, YCTONYMBbLIV K B3/1OMY NMapo/ib;

5.  Ecnm ecTb BO3MOXHOCTb HanucaTb CaMoMy CBOM NINYHbIN
BOMPOC, UCMONb3Yi 3TY BO3MOXHOCTb;

6.  Mcnonb3yil HECKO/IbKO NMOYTOBbIX AWMKOB. NepBblin Ans
4aCTHOW Mepennckn ¢ agpecatamun, KOTOPbIM Thbl JOBEPSELLb. ITO
3/IEKTPOHHbIN afpec He HaZ0 UCMONb30BaTh MPU PErnMcTpaLmnmn Ha
(hopymax u camrax;

7.  He oTKpblIBail aitfibl U ApYrue BNOXKEHUSA B MUCbMaX, AaXe
eC/IM OHW NPULLNN OT TBOUX ApYy3el. Jlyylle YTOYHW Y HUX, OTMPaBASN
NN OHW Tebe 3Tu (halnbl;

8.  [llocne okoHYaHUs paboTbl HA NOYTOBOM CepBuCe Mepea
3aKPbITUEM BKIaAKN C CaUTOM He 3a0y/b HaXkaTb Ha "BbINTK".

KuoepOy/lsIMHT MJIM BUPTYaJbHOE U31€BATEILCTBO

KnbepbynnuHr - npecnegoBaHme COOOLLEHNAMK, COAePXKaLLNMM
OCKOpGeHNs, arpeccuto, 3anyrmBaHue; XyImraHcTeo; colmanbHoe
GOMKOTUPOBaHME C MOMOLLLbI Pa3/INYHbIX NUHTEPHET-CEPBMCOB.

OCHOBHbIe COBETbI M0 60pbbe C KNGEPOYNINHIOM:



1.  He 6pocarica B 60i. Jlyywmnini cnocob: MocoBeToBaTbCA KakK
cebs BECTU W, eC HET TOro, K KOMY MOXHO 00patuTbCs, TO BHavase
yCNOKOMTbCA. ECnM  Tbl HayHellb OTBeYaTb OCKOPOMEHMSAMM Ha
OCKOPO/IeHNS, TO TO/bKO eLlle 60/bLUe Pa30XOKELLIb KOHW/IUKT;

2.  YnpaBnsi cBoen KnbeppenyTauuen;

3. AHOHUMHOCTb B ceTu MHMMasdA. CyLLIeCTBYHOT CNoco6bl
BbIACHUTb, KTO CTOUT 338 aHOHUMHbIM aKKayHTOM,;

4,  He CTOUT BECTU XY/IUTAHCKNIA 06pa3 BUPTYa/lbHOWN XXN3HMW.
HTEpHET (hMKCUPYET BCe TBOW [ENCTBUS U COXPaHSET UX. Y AaNTb UX
OyaeT KpaiiHe 3aTpyOHUTE/BHO;

5.  Cobntofaii CBOH BUPTYa/IbHYHO YeCTb CMOOAY;

6. rHopupyi eanHNYHBLIA Heratue. OIHOPa30Bble OCKOPOUTESIbHbIE
COO06LLEHNS nyylle urHopmposaTb. O6bLIYHO arpeccus nNpekpallaeTcs Ha
Hava/IbHOW CTaauu;

7.baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU
COO06LLEHNAMN, B COLMASbHBLIX CETSAX eCTb BO3MOXHOCTb O/I0KMPOBKU
OTNPaBKM COOOLLEHWI C ONpefeNieHHbIX afpecos;

8. Ecnn Tbl cBuAeTeNb KWbepbynnuHra. TBOW [OeACTBUS:
BbICTYNUTb NPOTMB NPec/ieloBaTesns, NokKasartb emy, 4YTO ero AencTeus
OLIEHMBAKOTCA HEeraTMBHO, MoAAepXKaTb XXEPTBY, KOTOPOM HY>XXHa
MCUXosiornyeckas  MOMOLb,  COOOLUMTL  B3pOC/MbIM O  (hakTe
arpeccMBHOIo NoBeAeHUSA B CETH.

MoOuabHbI#i TeaedoH

CoBpeMeHHble CMapPT(OHbI M MNAHLLETLI COAEPXKaT B cebe BMOSHE
B3POC/bIA  (DYHKUMOHAN, U Tenepb OHU MOTYT KOHKYpVpOBaTb CO



CTaLMOHapHbIMKM  KOMMbloTepamu. OfHaKo, CPeACTB  3alluTbl  AS
NoJO6HbIX YCTPOMCTB MOKa O4YeHb Mano. TecTUpoBaHME U MOUCK
YA3BUMOCTEN B HUX MPOUCXOAMT HE TaK MHTEHCUBHO, Kak anst MK, To
K€ CAaMO€ KacaeTcsl U MOOW/IbHbIX NPUNIOXKEHNIA.

CoBpeMeHHble MOOW/bHbIE Gpay3epbl YXKe MpaKTUYeCKU AOorHanm
HaCTO/IbHbIE aHanorn, OAHaKo paclunpeHve (MYHKUMOHaNa BfieYeT 3a
c060I 60/bLLIYHO CNOXHOCTb Y MEHbLLIYHO 3aLUULLEHHOCTb.

[laneko He BCe NPOW3BOAMUTENN  BbIMYCKAOT  OOHOBMEHMS,
3aKpbIBatOLLME KPUTUYECKIME YS3BUMOCTU A1 CBOUX YCTPOMCTB.

OCHOBHbIe COBETbI /19 6€30MacHOCTM MOOUILHOIO Tefed)oHa:

Huuero He sBnsieTcs no-HactoswemMy 6ecrnnaTHbIM. Byb OCTOPOXKEH,
Bellb Koraa tebe npeanaratoT 6eCcniaTHbIA KOHTEHT, B HEM MOTYT ObIThb
CKPbITbl KaKne-To NaTHbIE YCNYTW;

Ayman, npexge yem otnpasutb SMS, oTto unm Buaeo. Tbl TOUHO
3Haellb, rae oHu 6yayT B KOHEUHOM MTOore?

Heo6xo4Mmo 06HOBMATL OMepauUoHHY0
CUCTeMY TBOEro cMapTqoHa; Mcnonbayi
aHTUBMPYCHbIE NPOrpaMmmMbl /19 MOOU/IbHbIX

TeneoHoB;

He 3arpy»aii npunoXeHus 0T HEM3BECTHOIO MCTOYHWKA, BEAb OHU
MOryT COAepXXaTb BPEAOHOCHOE NPOrpaMMHOE 06eCneYeHNE;



[locne TOro Kak Tbl Bbldellb C cailTa, rae BBOAUN JINYHYHO
NH(opMaLnIo, 3aiiin B HACTPOMKKN bpay3epa v yaanu cookies;

Mepuoanyeckn NpoBepsiii, Kakne NnaTHble YCIyr akTUBMPOBaHbI
Ha TBOEM HOMEpE;

[laBail cBON HOMeP MOBWNLHOIO TeNlePOHa TOJIbKO NHOASM, KOTOPbIX
Thl 3HaELLb 1 KOMY [10BEPSELLb;

Bluetooth fgomkeH 6bITb BbIK/IOYEH, KOTa Tbl UM HE MOJIb3YeLLbCS.
He 3a6blBail MHOr4a nNpoBepsTb 3TO.

Online urpsi

COBpPEMEHHbIE OHMANH-UTPbl - 3TO KPaCOYHble, 3axBaTblBatoLe
pa3B/eYeHnsl, 00beANHAIOLLME COTHM ThICSY YENOBEK MO BCEMY MUPY.
Nrpokn wuccneayroT [AaHHbI MM MUp, OOLLAKTCA Apyr C Apyrom,
BbIMOHSAOT 3a7jaHusi, CPAKAKTCA C MOHCTPaMM U MO/yYaloT OnbIT. 3a
Y/[I0BO/IbCTBME OHW NAATAT: MOKYMAKT [JMCK, OMNaynMBaloT abOHEMEHT
W NPUOBPETAIOT KaKmne-TO OMuUUN.

Bce aTu cpeAcTBa MAYT Ha NOAJAEPXKAHWE U Pa3BUTUE UTPbI, a TAKXKE
Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3ALLMN,
BbIMYCKAKOTCA HOBble NaTuM (UMpoBble 3annaTku Ans MNporpamm),
3aKpbIBAKOTCS YS3BMMOCTM CEPBEPOB.

B FIO,CI,O6HbIX Nrpax CTOUT oMnacaTbCA HE CTOJ/IbKO CBOUNX
COMepHNKOB, CKOJIbKO KPaXXK TBOETO Napo/sid, Ha KOTOPOM OCHOBaHa
CNCTEMa aBTOPU3aLINI 0O/MbLLINHCTBA nrp.

OCHOBHbIe COBETbI MO 6e30NacHOCTM TBOEr0 NTPOBOI0 akKKayHTa.



1.  Ecnu gpyrow urpok Beget cebs nioxo nam co3gaet Tebe
HENMPUATHOCTW, 3a6/TOKUPY#A ero B CNNCKe
UIPOKOB;

2. Toxanyiics aMUHMUCTPATOPaM Urpbl Ha NI0X0e NoBeAeHWe
3TOr0 UrPOKa, XXenaTe/lbHo NPUNOXNUTL KakKne-To OKa3aTeIbCTBa B
BU/lEe CKPVHOB;

3. He yKa3blBail IMYHYO MH(hOpMaLMIO B npodarine urpsbl;
4, YBaxkal Apyrux y4aCTHUKOB MO Urpe;

o. He ycTaHaBNMBai HeouLManbHble NaT4Yn U MOAbI;

6. Icnonb3yi CNOXHbIE M pa3Hble Naposu;

7.Ja>xe BO BPEMS UIPbl HE CTOUT OTK/IHOYATbL aHTUBMPYC. [1oKa Thl
nrpaeLlib, TBOWN KOMMbKOTEP MOTYT 3apasuTb.

OUIINHT WA Kpaika JUIHbIX TaHHbIX

OObIYHOM KpaXkei AeHer 1 NOKYMEHTOB CErOAHs Y>Ke HUKOro He
YONBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHO/IOTUIA 3/10YMbILLNIEHHUKN
NMepeMecTUINCb B UHTEPHET, N NPOAO/KAKOT 3aHMMaTbLCA “loBUMbIM"
LE/TOM.

Tak nosiBMiacb HoBad Yrposa: MHTEPHET-MOLUeHHMYecTBa WAn
(PMLUMHI,  rnaBHas  LUelb  KOTOpPOro  COCTOMT B MOAy4YeHUn
KOH(UAeHUMaNbHbIX AaHHbLIX M0b30BaTeNen - NOrMHOB U Naponein. Ha
aHrnninckom a3bike phishing uutaetca kak uwnHr (ot fishing -
PbIOHas NoBNA, password - Naposib).

OCHOBHbIe COBETbI M0 60pb6E C PULLIMHIOM:



1. Cnean 3a CBOMM aKKayHTOM. Ecnn Tbl NoA03peBaeLlb, UYTO
TBOSA aHKeTa 6blna B3/10MaHa, To HeobxoanMOo 3a6/10KMPOBaThL ee U
COOOLNTL aAMMHMCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Wcnonb3yii 6e3onacHble Be6-CaliThl, B TOM YMCNE, MHTEPHET-
MarasvmHOB 1 MOVUCKOBbIX CUCTEM;

3. Aicnonb3yi CNoXHbIE U pa3Hble nNaponn. Takmum obpasom,
ecnu Teba B3/IOMAKOT, TO 3/10yMbILLNEHHUKN NOAyYaT 4OCTYM TOMNbKO K
OZIHOMY TBOEMY MPOU/IO B CETU, @ HE KO BCEM;

4.  Ecnn tebsa Banomanu, To HEOO6XOAMMO NPeaynpeanTb BCeX
CBOMX 3HAKOMbIX, KOTOPbIe [106aB/eHbl y Te6S
B [PY3bsiX, O TOM, UTO Te6S B3/IOMaIN U, BO3MOXHO, OT TBOEr0 MMEHU

OyaeT paccblnaTbCs Cram M CCbITKA Ha (DULLIMHIOBbIE CalThI;
5.  YcTaHoBM HagexHbI naposb (PIN) Ha MOGUNbHLIN TenedoH;
G} OTK/OYM COXpaHeHne napons B bpaysepe;

7.  He oTKpbIBa haisibl 1 APYrue BNOXKEHMS B MUCbMaX, AaXe
eC/I OHWU NPULLN OT TBOUX APY3elt. Jlyulle YTOYHM Y HUX, OTMPaBASN
NN OHW Tebe 3Tn hannbl.

Hudposas penyranus

Lindposas penyTtauma - 3TO HeratMBHad WAN  MO3UTMBHaA
WH(opmauus B cetm 0 Tebe. Komnpometupyrowasa wHpopmaums,
pasmelleHHaa B MHTepHeTe, MOXeT Cepbe3HbIM 06pa3oM OTPa3UTbLCA Ha
TBOEW peanbHOWN XM3HKU. "Lindposas penytaums” - aTo TBON UMUK,
KOTOPbIN (hOPMUPYETCH N3 MH(hOPMaLMK O Tebe B UHTEPHETE.



TBOE MEeCTO XXMTeNbCTBa, Yy4ebObl, TBOe (hMHAHCOBOE MO/MOXKEHNE,
OCOOEHHOCTM XapaKTepa W pacCkasbl 0 OAM3KMX - BCe 3TO
HaKan/MBaeTCcs B CeTW.

MHOrme nOAPOCTKM NErKOMbIC/IEHHO OTHOCATCA K ny6nnkaumm
NNYHOW  MHopMaumn B  WMHTepHeTe, He TMOHMMass BO3MOXHbIX
nocneacTeMi. Tbl [JaXe He CMOXelb AoragatbCs 0 TOM, 4TO
(hoTorpadusa, pasmelleHHas 5 neT Hasaf, CTasia NPUYMHON OTKasa
MPUHATL Te6A Ha paboTy.

KoMMeHTapuu, pasmellleHne TBOMX oTorpaduin  mn  apyrue
NENCTBMSA MOTYT He MCYE3HYTb AaxXe MOC/e TOro, Kak Tbl UX yAa/uLlb.
Tbl He 3Haelllb, KTO COXpaHWn 3Ty WHGopMmauuMio, rnonana /M OHa B
MOMCKOBble CWUCTEMbl W COXpaHWNacb IM OHa , a [/laBHOE: 4TO
noAymatoT 0 Tebe OKpy>KatoLlme 4N, KOTopble HANAYT 1 yBUAOAT 3TO.
HaiT uH(popmaunio MHOrO NET CNyCcTS CMOXeT /b0 - KaK u3
no6pbIX MOOYXAEHNA, TaK U C HAMEPEHWEM MPUUNHUTL Bped. ITO
MOXXET ObITb KTO YrofHO.

OCHOBHbIe COBETbI MO 3aLUTE LUPPOBOI penyTaLum:

1. [Moagymaid, npex/e 4em 4To-To Ny6/MKoBaThb U nepefaBaTh Y
ceb6s1 B 6510re nam B coUnanibHOM CETH,

2.B HacTponkax npounsa ycTaHOBM OrpaHUYeHns Ha NpPoCcMOoTpP
TBOEro NpPognns U ero CoAepPXXMMoro, cfiefian ero TonbKo "ansa apysen’;

3.  He pa3mMewiain n He yKasblBail MHOPMaLMIO, KOTOPasi MOXKET
KOro-nmbo ocKopbnsiTb UM 0omKaTb.

ABTOpCKOE NPaBo



COBpPEMEHHbIE LLKO/IbHUKM - aKTUBHbIE MOMb30BATENN LIM(POBOro
npoctpaHcTBa. O/JHAKO [Janeko He BCE 3HAlT, 4YTO MO/b30BaHMe
MHOTMMM BO3MOXHOCTSIMW LIM(hPOBOro Mupa TpebyeT Cco6MoAeHUs
NpaB Ha MHTENNEKTYaNbHYH COOCTBEHHOCTb.

TepMuH  "WMHTeNnekTyanbHad COOGCTBEHHOCTL"' OTHOCUTCA K
Pa3NINYHbIM TBOPEHMAM Ye/IOBEYECKOro YyMa, HauyMHas C HOBbIX
N306pETEHNIN U 3HAKOB, 0603HAYalOLLNX COOCTBEHHOCTb Ha NPOAYKTbI U
YCNYrn, W 3akaHumBas KHuUramu, gotorpapumamun, KuHOUIbMaMN U
MY3bIKa/IbHbIMM NMPOM3BEAEHNAMMN.

ABTOPCKME MpaBa - 3T0 NpaBa Ha UHTENNEKTYAbHYIO
COOCTBEHHOCTb Ha MPOU3BEEHNS HAYKW, NUTepaTypbl

MUCKyccTBa. ABTOPCKME NpaBa BbICTYMalT B KAYeCTBE rapaHTUn TOro,
UTO  MHTENNEKTYalbHbIN/TBOPYECKUA  TPyd aBTopa He  Oymer
HarnpacHbIM, AacT eMy ChpaBef/IMBble BO3MOXHOCTWU 3apaboTaTb Ha
pe3ynbTaTax CBOEro TpyAda, MOMYyUYMTb W3BECTHOCTb W MPU3HAHKE.
HuKTO 6e3 paspelleHMs aBTOpa He MOXET BOCMPOM3BOAMTL €ro
Npoun3BefeHne,  PacnpocTpaHAaTb,  MYO/MYHO  [EMOHCTPUPOBATD,
npojasarb, UMMOPTUPOBATb, NMYCKaTb B MPOKAT, My6/ANYHO UCMOJHATD,
MOKa3bIBaTb/UCNOMHATL B 3(PUpe Unn pasmeLatb B IHTEpHETE.

Aicnonb3oBaHWe "NMpaTcKoro” nporpammMHOro o06ecrneyvyeHnss MOXeT
NPUBECTN K MHOTUM PUCKaM: OT MOTEPU AaHHbIX K TBOMM aKKayHTam Ao
GNOKMPOBKM TBOEro YCTPOWCTBa, rAe YCTaHOB/EHA HenerasibHas
nporpammMa. He CTOMT TakXXe 3a0blBaTb, UTO CYLLECTBYIOT flerasibHble U
becnnaTHble NPorpaMMbl, KOTOPbIE MOXXHO HaWTU B CETW.

O nmopraJe

CeTeBMYOK.p( - TBOW INaBHbIA COBETUMK B CETU. 3[€Cb Tbl MOXELLb
y3HaTb 0 6e30MacHOCTN B CETU MOHATHBIM U AOCTYMHbLIM A3bIKOM, a Npw
BO3HUKHOBEHUW KPUTUYECKOW CUTyauumn o6paTUTbCH 3a COBETOM. A
TaKXXe MNPUHATb y4yacTue B KOHKypcax M CcTaTb CaMbiM LINGIPOBbIM
rpavkgaHnHom!






